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COMPUTATIONAL RESEARCH
in BOSTON and BEYOND SEMINAR

Practical, Secure Function Evaluation at Scale

MIRIAM LEESER and STRATIS IOANNIDIS

Northeastern University

ABSTRACT:

Secure Function Evaluation (SFE) allows an interested party to evaluate a function over private data without learning
anything about the inputs other than the outcome of this computation. This offers a strong privacy guarantee: SFE e
enables, e.g., a medical researcher, a statistician, or a data analyst, to conduct a study over private, sensitive data, =
without jeopardizing the privacy of the study's participants (patients, online users, etc.). Nevertheless, applying SFE
to “big data” poses several challenges. First, beyond any computational overheads due to encryptions, executing an
algorithm securely may lead to a polynomial blowup in the total work compared to execution in the clear. Second,
secure evaluations of algorithms should maintain parallelizability: an algorithm that is easy to parallelize in the clear
should also maintain this property in its SFE version, if its execution is to scale.

In this talk, we describe Garbled Circuits (GCs), a technique for implementing SFE that can be applied to any
problem that can be described as a Boolean circuit. We then describe recent advances in the parallel execution of
GCs for several machine learning algorithms such as page rank, matrix factorization, and training neural networks.
We address issues of scalability both by running GCs on clusters of machines as well as applying FPGAs in the
datacenter to accelerate the processing.
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